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CamoView™ | CamoKey™ | CamoCom™ 
Real-Time Protection For Your Enterprise’s “In Use” Data 
 

 
Cernious Advantages 
 

Certainty that sensitive corporate 

information “in use” cannot be harvested 
by automated key loggers and OCR 
programs 

 

Real-time protection from 
credentials theft conducted by 

malicious programs residing on  
un-secure PCs and endpoints 

 

Comprehensive in-use data 
protection suite to protect data entry, 

data on the screen, and real-time 
communications 

 
Extends reach of enterprise data 
protection measures to circumvent 

threats residing on PCs operating outside 
managed security environments 

 

White-label SaaS solution enabling 

unprecedented scale for brands built on 
delivering trusted services 

 

Additional layers of security beyond 

the point where encryption ends for on-line 
transactions  

 

Dynamic security delivery model 
enabling real-time adjustments to stay 
ahead of evolving security threats  
 
 
For additional information or to 
schedule a demo, contact Cernious: 
 
Tim Brown 
Tim@Cernious.com 
(801) 673 – 3322 
www.Cernious.com 

Securing Data “In Use” 
 

Protect your company from malicious programs that may be residing on PCs, 
mobile devices, and endpoints – such as real-time automated Optical 
Character Recognition (OCR) programs and key loggers – while end-users log 
into secure sites and interact with sensitive data required for secure business 
processes. 
 
Encryption solutions such as SSL protect data as it traverses the Internet, but 
corporate data can still be stolen in real-time as users are viewing or typing the 
data on their PC – beyond the secure tunnel.   

 

 

 
 
Especially at risk are devices operating outside the domain of corporate IT 
security controls: customer PCs, corporate laptops being used at home or on 
public wi-fi networks, and mobile computing devices. 
 
Cernious’ Camo-series of secure data entry and data viewing solutions ensure 
that critical “in use” data cannot be stolen by malicious, automated programs 
residing on your users’ or customers’ PCs.   
 

 

Cernious’ CamoKey™ 
virtual keyboard and PIN 
pad provides secure data 
entry – at the point of 
entry 

 

Extend your firm’s security all the way to your end-users’ keyboards and 
screens with Cernious’ CamoView™, CamoKey™, and CamoCom™ – to secure 
your “in use” data. 
 
 

 
Encryption For Data In Transit And At Rest No Encryption 
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The Challenge: Protecting Data “In Use” 
 

Current encryption techniques only protect data at rest and data in transit.  Data in use – data end 
users see on their screen or enter in via their keyboard – is still at risk of being stolen in real time: 
 

Enterprise Encryption: Solution Landscape Market Gap = Data Theft 
 

 

 

¡ Harvesting on-screen data 
To cover up fraudulent activity, sensitive 
information such as bank account balances 
can be “grabbed” from a screen, altered, and 
re-presented in real-time.   

 
¢ Harvesting data at the point of entry   

Key loggers are an entrenched cyber crime 
tool.  Sophisticated OCR programs foil typical 
virtual keyboards.  Newer variants can 
compromise real-time two-factor 
authentication techniques.   

 
 

 
The Cernious Solution: Real-time In-use Data Protection via Software   
 

Cernious’ Camo-series is the industry’s only truly scalable SaaS-based solution protecting in-use data.  
At the heart of Cernious’ solution is the ability to present data in a human-only readable format.  
More to the point, data is not visible to programs employing automated OCR.   
 

Letters and numbers (or any digital image) are rendered on screen using a proprietary animation 
algorithm that is visually rich, making it easy for humans to read – and yet these renderings lack 
critical information for malicious OCR bots to process.  Thus, sensitive corporate data is safe even 
before it is encrypted for transfer over the Internet.   
 
Further, our animation algorithms can be updated in real-time to stay ahead of evolving bot 
capabilities. 

 

CamoViewTM  
 

CamoKeyTM 
 

 
(contact us for a demo) 

 
 

 
(contact us for a demo) 

Present sensitive data on an end-user’s screen to 
circumvent automated capture and manipulation by 
client-side malware. 

Using Cernious’ virtual keyboard, the end users’ 
entries and the keys themselves become invisible to 
advanced key-loggers. 

 

CamoComTM – Submitting a real-time request for sensitive data (e.g. PII)?  Deploy CamoView
TM

 and 

CamoKey
TM

 at both ends of an SSL session to completely secure real-time communications.  Not only 

are the responses protected, OCR bots can’t even see the question being asked! 
 

https://www.botproof.com/demo/camokey/slide6_right.html
https://botproof.net/cp/GetKeypadEntry?ordered=true&bp_userid=65&next_action=https://www.botproof.com/demo/camokey/slide6_right.html
https://www.botproof.com/demo/camokey/slide6_right.html
https://www.botproof.com/demo/camokey/slide6_right.html
https://botproof.net/cp/GetKeypadEntry?ordered=true&bp_userid=65&next_action=https://www.botproof.com/demo/camokey/slide6_right.html

